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Employee Privacy Notice

1. Introduction

This privacy notice explains how James Lister and Sons Limited collects, uses, and protects personal data relating to

applicants, employees, workers, and contractors in accordance with UK GDPR and the Data Protection Act 2018.

2. What personal data we collect

We may collect, store, and use the following categories of personal data:

Identity and contact data

Name, address, email address, phone number and nominated emergency contact details
Date of birth, gender

National Insurance number

Recruitment data including qualifications, career history, interview and assessment records
Right to work in the UK / immigration check

Driving licence details and checks

Employment data

Job title, department, location

Start date, employment history, training records

Performance reviews, appraisals and disciplinary, capability and grievance records
Flexible working requests, family leave requests and related pay records

Health and safety records

Attendance records including clocking in and holiday data

Financial data

Salary, payroll information
Bank account details

Tax information

Special category (sensitive) data (where applicable)
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e Health information (e.g. sickness, occupational health) including attendance records and attendance

management reviews
e Disability information
e Equality and diversity data (e.g. ethnicity, religion)
Other data
e CCTVimages (if applicable)
e [T usage data (e.g. email, internet usage where monitored)

e  Employment related vehicle insurance records (if applicable)

3. How we collect your data
We collect personal data through:
e  Recruitment and onboarding processes
e Information you provide during employment
e  Managers and HR records
e  Extraction of relevant data from social media sites
e Company mobile phones, computers and CCTV
e Training providers

e Third parties (e.g. referees, occupational health providers, pension providers, medical advisers, HMRC, DWP)

4. Why we use your personal data (legal basis)

We use your data for the following purposes:

Purpose Legal basis
Managing employment contract Performance of a contract
Paying salary and benefits Legal obligation / contract
Managing absence and health Legal obligation / employment law

Monitoring performance and conduct Legitimate interests
Ensuring health & safety Legal obligation
Equal opportunities monitoring Legal obligation / public interest
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Where we process special category data, we rely on:
e Employment law obligations

e Occupational health purposes

5. How we use your data
We use your data to:
e Administer employment and payroll
e Manage performance, training, and development
e  Ensure workplace health and safety
e Comply with legal obligations

e Maintain security and IT systems

6. Who we share your data with
We may share your data with:
e Managers and Directors
e Payroll providers
e Pension providers
e Occupational health services
e Regulators or authorities (where required by law)
e IT service providers
e Health and Safety and Legal advisers
e Company auditors

We only share data where necessary and ensure appropriate safeguards are in place.

7. International transfers

We do not transfer your personal data outside the UK unless:
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e Adequate safeguards are in place (e.g. standard contractual clauses), or

e  The transfer is legally permitted

8. How we keep your data secure

We use appropriate technical and organisational measures to protect your data, including:
e Access controls
e  Secure systems and storage

e  Staff training on data protection

9. How long we keep your data

We retain your personal data only as long as necessary to fulfil the purposes for which it was collected, including legal

and regulatory requirements.

Typical retention periods:
e Unsuccessful job applicant: 12 months
e Employment records: 6 years after employment ends
e Payroll/tax records: as required by HMRC

e Health issues that relate to breathing, hearing, vibration, musculoskeletal or dermatological matters — info

will be kept indefinitely.

10. Your rights
Under UK GDPR, you have the right to:
e Access your personal data
e Request correction of inaccurate data
e Request erasure (in certain circumstances)
e  Restrict processing
e Object to processing

e Data portability (where applicable)
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To exercise your rights, contact: HR Director

11. Data protection contact

If you have questions about this notice or how your data is handled, contact:

Charlotte Cotterill

HR Director

James Lister and Sons Limited
Spon Lane South

Smethwick

B66 1QJ

0121553 2411

12. Complaints
You have the right to complain to the Information Commissioner’s Office (ICO):

Website: https://ico.org.uk
Telephone: 0303 123 1113

13. Changes to this notice

We may update this notice from time to time. You will be notified of any significant changes.



